
Formal Verification of WebAssembly via LLVM IR

Abstract
This work proposes a verification pipeline for WebAssembly programs using compiler-based analysis
and SAT/SMT solving techniques. The approach leverages aWsm to translate WebAssembly
modules into LLVM Intermediate Representation (LLVM IR), enabling integration with existing
formal verification frameworks. The generated LLVM IR is then analysed using SMACK, which
translates the program into Boogie and generates verification conditions for the Z3 SMT solver.

The proposed framework aims to enable automated reasoning about properties such as memory
safety, control-flow correctness, assertion validity, and reachability within WebAssembly programs.
By leveraging established LLVM- and Boogie-based verification infrastructures, the approach extends
existing verification capabilities to WebAssembly while preserving the low-level semantics necessary
for rigorous analysis.

The work identifies key challenges in the translation and verification process, including semantic
preservation between WebAssembly and LLVM IR, handling of linear memory, and scalability of
generated constraints. WebAssembly’s unique characteristics, including its stack-based execution
model, sandboxed linear memory, and cross-platform portability guarantees, introduce non-trivial
verification challenges that are not fully addressed by existing tooling. The project lays the
foundation for a practical verification workflow for WebAssembly based on existing compiler and
solver technologies.

2012 ACM Subject Classification Theory of computation → Program verification; Theory of
computation → Automated reasoning; Software and its engineering → Formal software verification

Keywords and phrases WebAssembly, formal verification, LLVM IR, SMACK, Boogie, SMT solving,
Z3

Acknowledgements This work was carried out as part of a research project on compiler-assisted
verification of WebAssembly programs.

1 Introduction

WebAssembly has emerged as a portable, efficient compilation target increasingly deployed
beyond web browsers into cloud platforms, edge computing, embedded systems, and serverless
environments [7]. As these deployments grow in security-sensitivity and complexity, formal
verification of WebAssembly programs has become an important research challenge.

Existing verification approaches for WebAssembly often rely on specialised semantics or
custom tooling [12], limiting interoperability with mature verification ecosystems developed for
established compiler infrastructures. This work investigates an alternative: a compiler-assisted
pipeline that translates WebAssembly into LLVM intermediate representation (IR) using
aWsm [4, 6], then applies SMACK to transform LLVM IR into Boogie and generate verification
conditions, which are finally checked by the Z3 SMT solver [10, 9, 1, 5]. The central question
is whether this pipeline can effectively verify desired properties of the original WebAssembly
program, and whether the translations themselves are lossy in ways that matter. Each
translation step risks discarding structural information useful for verification; in particular,
the compilation of source code into WebAssembly may obscure high-level properties such as
memory allocation patterns, making them harder to reason about downstream.

A big motivation is reuse. Rather than constructing a dedicated verifier over WebAssembly
semantics, the proposed approach leverages existing LLVM-based tooling and the Boogie
verification infrastructure, reducing implementation effort while benefiting from the maturity
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and scalability of established solver technologies. A key challenge is semantic preservation:
since verification operates on translated LLVM IR and Boogie programs rather than the
original WebAssembly module, the pipeline’s effectiveness depends on whether relevant
behavioural properties survive both compilation and verification-condition generation [13].

Contributions. The contributions of this paper are:

A proposed compiler-assisted verification pipeline for WebAssembly using LLVM, SMACK,
Boogie, and Z3.
An analysis of aWsm as a translation mechanism from WebAssembly to LLVM IR.
A discussion of SMACK/Boogie-based reasoning applied to compiled WebAssembly
programs.
Identification of key challenges relating to semantic preservation, memory modelling, and
verification scalability.

2 Background

2.1 WebAssembly
WebAssembly is a low-level binary instruction format designed as a portable compilation target
for high-level languages [7]. It uses a stack-based virtual machine architecture, organising
programs into modules containing functions, linear memory regions, tables, and globals. Its
sandboxed execution model and compact binary representation have driven adoption across
web and non-web environments alike, though its low-level semantics complicate direct formal
analysis [12, 11]. In particular, structured control constructs, an implicit operand stack, and
a linear memory model must be accounted for before most off-the-shelf verification tools can
reason about WebAssembly programs.

2.2 aWsm
aWsm is an ahead-of-time compiler and runtime for WebAssembly designed for execution
outside browser environments [4, 6]. Rather than interpreting bytecode at runtime, aWsm
translates WebAssembly modules into LLVM IR/bitcode, enabling native code generation and
integration with LLVM-based analysis tools. It also incorporates runtime safety mechanisms
intended to preserve WebAssembly’s sandboxed execution guarantees, for example via inserted
bounds checks and software-fault-isolation style instrumentation on memory accesses.

2.3 LLVM Intermediate Representation
LLVM IR is a language-independent intermediate representation used throughout the LLVM
compiler framework [8]. Unlike WebAssembly’s stack-based model, LLVM IR uses a register-
based static single assignment (SSA) form, which simplifies data-flow analysis and symbolic
reasoning. Its explicit control-flow, typed instructions, and widespread adoption make it a
common target for verification tools and formal reasoning frameworks, including systems
that check memory safety, arithmetic properties, and control-flow invariants.

2.4 SMACK and Boogie
SMACK is a verification toolchain for LLVM IR programs [10]. It translates LLVM programs
into Boogie, an intermediate verification language designed as a common layer in program
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verifiers [9, 1]. The Boogie tool then generates logical verification conditions in a first-order
language with theories such as arithmetic and arrays, and invokes an SMT solver, typically
Z3, to check their validity [3, 5]. By operating on LLVM IR rather than source languages
directly, SMACK can support multiple compilation pipelines, making it well suited to the
proposed approach in which aWsm supplies LLVM IR for WebAssembly modules.

2.5 SAT and SMT Solving
SAT solving determines whether a propositional formula can be satisfied by some variable
assignment. SMT solving extends this by incorporating mathematical theories such as
arithmetic, arrays, bitvectors, and memory models [2]. Program verification frameworks
commonly rely on SMT solvers because software systems involve structured data and memory
interactions that exceed the expressive power of propositional logic alone. Z3 [5] is among
the most widely used SMT solvers and serves as the backend for Boogie in the proposed
pipeline.

3 Motivation

WebAssembly’s expanding deployment in security-critical environments creates a pressing
need for formal verification support [13]. Yet verification tooling for WebAssembly lags
behind that available for established compiler targets such as LLVM IR. Existing approaches
frequently require dedicated semantics or custom frameworks [12], limiting their scalability
and interoperability.

The LLVM ecosystem, by contrast, provides a mature collection of analysis and verification
tools refined over many years [8]. Since aWsm already translates WebAssembly into LLVM
IR, it creates a natural bridge: existing LLVM-based tools such as SMACK could potentially
analyse WebAssembly programs indirectly through their compiled representations, without
requiring a ground-up verification framework.

This approach may offer practical advantages in reduced implementation complexity,
access to scalable solver technologies, and improved interoperability with existing program
analysis workflows. The key open question is whether the pipeline can effectively verify
desired properties end-to-end, given that each translation step risks discarding structural
information relevant to verification. Direct verification over a bespoke formalisation of
WebAssembly can in principle provide strong theoretical guarantees, but it often demands
specialised tooling and may lag behind the rapidly evolving ecosystem of languages and
runtimes targeting WebAssembly.

4 Proposed Architecture

The proposed pipeline translates WebAssembly programs into LLVM IR using aWsm, then
applies SMACK to generate Boogie verification conditions resolved by Z3, reusing existing
LLVM- and Boogie-based infrastructure throughout.

The pipeline consists of four primary stages:
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Figure 1 The four-stage verification pipeline.

A WebAssembly module is compiled by aWsm into LLVM IR via ahead-of-time translation.
LLVM IR’s explicit control-flow, typed instructions, and SSA form make it more amenable to
symbolic reasoning than WebAssembly’s stack-based format [8]. SMACK then consumes this
IR and translates it into Boogie, an intermediate verification language tailored for expressing
program semantics and verification conditions [10, 9, 1]. From the Boogie program, the
Boogie tool generates logical constraints, which are finally analysed by the Z3 SMT solver
to reason about properties including memory safety, assertion correctness, and control-flow
reachability [2, 5].

Correctness depends on semantic preservation through compilation and translation: any
divergence between WebAssembly, its aWsm-generated LLVM IR, the corresponding Boogie
program, and the underlying logical model could yield verification results that do not reflect
the original program’s behaviour [13]. This work evaluates the feasibility of the pipeline and
identifies the principal challenges to making it effective in practice.

4.1 Illustrative Example

To illustrate the proposed pipeline on a simple case, consider a WebAssembly function that
returns the element at position i of an array stored in linear memory, provided that the index
is in bounds. We model the array as a function

A : {0, . . . , m − 1} → Z,
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where m ∈ N is the array length, and the function takes an integer parameter i ∈ Z. The
intended behaviour is:

get(i) =
{

A(i) if 0 ≤ i < m,

error otherwise.

The safety property of interest is that the function never performs an out-of-bounds read
when called with a valid index.

In WebAssembly, this behaviour is implemented using the operand stack and a single
access to linear memory [7]. The code computes the index i, checks the guard

0 ≤ i < m,

and only then issues a load from linear memory at the computed address; if the guard fails,
it triggers an assertion or jumps to an error-handling block. The informal safety requirement
is: whenever a load is executed, its index i satisfies 0 ≤ i < m, so no out-of-bounds access
occurs.

When the module is compiled by aWsm, this conditional load is translated into LLVM
IR in static single assignment (SSA) form [8]. The implicit stack operations are replaced by
explicit variables, and the bounds check becomes a branch on a Boolean condition such as

in_bounds(i) ≡ 0 ≤ i ∧ i < m.

If in_bounds(i) holds, the LLVM IR contains a load from an address derived from a base
pointer p to the array and the index i; otherwise, control flows to an error block.

SMACK takes this LLVM IR and translates it into Boogie, preserving the structure of the
conditional and the assertion [10, 9, 1]. From the Boogie program, the Boogie tool generates
verification conditions that formalise the safety requirement. In simplified form, a verification
condition capturing the absence of out-of-bounds accesses can be written as

∀i. ExecLoad(i) =⇒ 0 ≤ i < m,

where ExecLoad(i) is a predicate that holds exactly when the program executes a load from the
array at index i on some execution. Together with a check that an assertion assert(0 ≤ i < m)
never fails at the load site, these conditions are passed to the SMT solver Z3, which attempts
to prove them valid using theories of integers and memory structures [2, 5].

If Z3 succeeds in proving the generated conditions, we obtain evidence that the LLVM/Boogie-
based implementation of this simple array-access function never performs an out-of-bounds
read for any admissible input i. Assuming that aWsm and SMACK preserve the relevant
observable behaviour when compiling from WebAssembly to LLVM IR and then to Boogie,
this guarantee lifts back to the original WebAssembly code, showing that the example get
function is memory-safe.

This guarantee, however, addresses only part of the verification problem that arises in
practice. Suppose the WebAssembly module was itself compiled from a higher-level language
such as C or Rust, in which the programmer wrote an array access that should stay within a
declared array of length m. When that source program is compiled to WebAssembly, the
source-level array becomes a contiguous region within WebAssembly’s linear memory, but
linear memory as a whole is a much larger address space shared by all data in the module. A
verified absence of out-of-bounds access at the WebAssembly level therefore guarantees only
that the load does not escape linear memory entirely, which is weaker than the source-level
requirement that the access stays within the subrange [b, b + m) allocated to the original
array.
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5 Challenges and Limitations

5.1 Semantic Preservation
The most significant challenge is semantic preservation across the various compilation and
translation stages. WebAssembly’s stack-based execution model and LLVM IR’s register-based
SSA form are fundamentally different [7, 8], and any behavioural discrepancy introduced by
aWsm — through stack-to-SSA translation, runtime instrumentation, or safety mechanisms

— could invalidate verification results. Subsequent translation from LLVM IR into Boogie
must likewise preserve control flow, data dependencies, and memory semantics to ensure that
properties proved at the Boogie level reflect the original WebAssembly program [10, 1].

One particularly delicate aspect is the compilation of structured control constructs and
indirect function calls. WebAssembly’s structured blocks, loops, and if-expressions enforce
well-formed control-flow by construction, whereas LLVM IR and Boogie may introduce
additional basic blocks, temporaries, and helper procedures to implement the same behaviour.
The verification pipeline must ensure that these compilation artefacts do not introduce new
observable behaviours or mask behaviours present in the original module, especially around
error handling and abrupt termination [13].

5.2 Memory Modelling
WebAssembly’s linear memory provides contiguous, bounds-checked, sandboxed storage [7, 11].
Mapping this faithfully into LLVM-compatible constructs and then into Boogie’s memory
model is non-trivial, particularly when reasoning about pointer arithmetic, aliasing, or low-
level memory operations. Rich memory models also tend to produce large logical constraints,
potentially limiting scalability for memory-intensive programs [2].

A further complication is the choice between precise and approximate aliasing models.
A highly precise encoding of linear memory and pointer relationships can reduce spurious
counterexamples but may explode solver runtime, whereas a more coarse-grained model
improves scalability at the cost of potential false alarms. Choosing an appropriate level of
abstraction for WebAssembly’s memory semantics will be crucial for making the proposed
pipeline practical.

5.3 Scalability of Verification
SAT/SMT-based verification is inherently computationally expensive [2]. Verification con-
ditions can grow significantly for programs with loops, complex branching, or extensive
memory interactions. While SMACK and Boogie provide scalable infrastructures [10, 1],
the practicality of applying them to large-scale WebAssembly applications remains an open
question.

Deeply nested control-flow, unbounded loops requiring invariants, and intensive heap
usage can all lead to verification conditions that are difficult for SMT solvers to discharge
automatically. Techniques such as modular verification, abstraction, and user-supplied
invariants may be necessary to scale the approach beyond small kernels and micro-benchmarks.

5.4 Scope and Limitations
This work evaluates the correctness of the WebAssembly-to-LLVM translation, the suitability
of LLVM/Boogie verification tools for WebAssembly semantics, and the scalability of gener-
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ated verification conditions [13]. The proposal also focuses solely on sequential programs,
excluding concurrency, multithreading, and asynchronous execution [11].

Moreover, the current scope omits interaction with host environments and system in-
terfaces such as WASI, which are central to many real-world WebAssembly deployments.
Precisely modelling host functions, sandbox boundaries, and isolation guarantees will be
essential for future work that aims to reason about end-to-end security and correctness
properties of deployed systems rather than standalone modules

6 Future Work and Evaluation Plan

Future work will develop a prototype pipeline integrating aWsm with SMACK and Boogie,
compiling WebAssembly modules into LLVM IR, translating them to Boogie, and processing
the result through Boogie and Z3 for verification condition generation and SMT-based
analysis [10, 1]. A key area of investigation is semantic correspondence between the original
WebAssembly program and the generated LLVM IR and Boogie programs, with particular
attention to:

Stack-to-SSA translation.
Representation of linear memory.
Control-flow preservation.
Runtime safety checks introduced during compilation.

Evaluation will use representative WebAssembly benchmarks, such as arithmetic kernels,
control-flow intensive programs, and memory manipulation examples compiled from C or Rust,
to investigate whether existing LLVM/Boogie-based tools can successfully analyse compiled
WebAssembly, which properties can be verified effectively, and how WebAssembly-specific
features affect solver performance [13]. Beyond qualitative case studies, the evaluation should
consider quantitative metrics such as solver runtime, the size and complexity of generated
verification conditions, the proportion of properties proved versus those left unknown, and
the frequency of spurious counterexamples [2].

Future work may also compare the proposed approach against direct WebAssembly veri-
fication techniques to assess practical advantages in scalability or implementation complexity.
Extensions could include support for concurrent execution, WASI environments, host function
modelling, and runtime isolation guarantees. Formal reasoning about translation correctness
may also become necessary, potentially involving translation validation techniques between
WebAssembly, LLVM IR, and Boogie [13].

7 Conclusion

This work has proposed a compiler-assisted verification pipeline for WebAssembly programs,
combining aWsm ahead-of-time compilation with SMACK-based translation to Boogie,
verification condition generation, and Z3 SMT solving. The approach is motivated by the
growing deployment of WebAssembly in security-critical environments and the opportunity
to reuse mature LLVM- and Boogie-based verification infrastructure rather than building a
dedicated framework from scratch.

Key challenges include semantic preservation between WebAssembly, LLVM IR, and
Boogie, linear memory modelling, and solver scalability, all of which bear directly on the
soundness of the pipeline. While the work remains theoretical, it establishes a concrete
foundation for future implementation and evaluation, and contributes toward more practical
verification methodologies for WebAssembly software.
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